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Abstract:

We consider a scenario where a sophisticated jammer jams an area in which a
single channel random-access sensor network operates. The jammer controls the
probability of jamming and the transmission range in order to cause maximal damage to
the network in terms of corrupted communication links. The jammer action ceases when it
is detected by the network (namely by a monitoring node), and a notification message is
transferred out of thejammedregion. The jammer is detected by employing
an optimal detection test based on the percentage of incurred collisions. On the other
hand, the network defends itself by computing the channel access probability to minimize
the jamming detection plus notification time. The necessary knowledge of the jammer in
order to optimize its benefit consists of knowledge about the network channel access
probability and the number of neighbors of the monitor node. Accordingly,
the network needs to know the jamming probability of the jammer. We study the idealized
case of perfect knowledge by both the jammer and the network about the strategy of each
other and the case where the jammer and the network lack this knowledge. The latter is
captured by formulating and solving optimization problems where the attacker and
the network respond optimally to the worst-case or the average-case strategies of the
other party. We also take into account potential energy constraints of the jammer and
the network. We extend the problem to the case of multiple observers and
adaptable jamming transmission range and propose a meaningful heuristic algorithm for
an efficient jamming strategy. Our results provide valuable insights about the structure of
the jamming problem and associated defense mechanisms and demonstrate the impact of
knowledge as well as adoption of sophisticated strategies on achieving desirable
performance.

Index Terms: Jammer & Random Access Sensor Network
1. Introduction:

The fundamental characteristic of wireless networks that renders them
vulnerable to attacks is the broadcast nature of their medium. This exposes them to
passive and active attacks, which are different in their nature and objectives. In the
former, a malicious entity does not take any action except passively observing ongoing
communication, e.g. eavesdropping so as to intervene with the privacy of network
entities involved in the transaction. On the other hand, an active attacker is involved in
transmission as well. Depending on attacker objectives, different terminology is used. If
the attacker abuses a protocol with the goal to obtain performance benefits itself, the
attack is referred to as misbehavior.

If the attacker does not directly manipulate protocol parameters but exploits
protocol semantics and aims at indirect benefits by unconditionally disrupting network
operation, the attack is termed jamming or Denial-of-Service (DoS), depending on
whether one looks at its cause or its consequences.
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Misbehavior stems from the selfish inclination of wireless entities to improve
their own derived utility to the expense of other nodes’ performance deterioration, by
deviating from legitimate protocol operation at various layers. The utility is expressed
in terms of consumed energy or achievable throughput on a link or end-to-end basis.
The first case arises if a node denies to forward messages from other nodes so as to
preserve battery for its own transmissions.

The latter case occurs when a node prevents other nodes from accessing the
channel or from routing messages to destinations by selfish manipulation of the access
control and routing protocol respectively. The work in focuses on optimal detection in
terms of number of required observations to derive a decision for the worst-case access
layer misbehavior strategy out of the class of strategies that incur significant
performance losses. The framework captured uncertainty of attacks and the case of
intelligent attacker that can adapt its policy to delay its detection.
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Figure 1: Data Flow Diagram

The reminder of this paper is organized as follows. Section II, describes the
Related Works. Section III, describes the Proposed Work. Section IV, describes the
Experimental Evaluation and Results. Section V summarizes the Conclusion and Future
Enhancement.

2. Related Works:

Cooperative wireless networking, which is promising in improving the system
operation efficiency and reliability by acquiring more accurate and timely information,
has attracted considerable attentions to support many services in practice. However,
the problem of secure cooperative communication has not been well investigated yet. In
this paper, we exploit physical layer security to provide secure cooperative
communication for wireless ad hoc networks (WANETs) where involve multiple
source-destination pairs and malicious eavesdroppers. By characterizing the security
performance of the system by secrecy capacity, we study the secrecy capacity
optimization problem in which security enhancement is achieved via cooperative
relaying and cooperative jamming. Specifically, we propose a system model where a set
of relay nodes can be exploited by multiple source-destination pairs to achieve physical
layer security. We theoretically present a corresponding formulation for the relay
assignment problem and develop an optimal algorithm to solve it in polynomial time.
To further increase the system secrecy capacity, we exploit the cooperative jamming

418



International Journal of Engineering Research and Modern Education (IJERME)
ISSN (Online): 2455 - 4200
(www.rdmodernresearch.com) Volume I, Issue I, 2016
technique and propose a smart jamming algorithm to interfere the eavesdropping
channels. Through extensive experiments, we validate that our proposed algorithms
significantly increase the system secrecy capacity under various network settings.
3. Proposed Work:

One of the most promising ideas is to exploit the wireless channel physical layer
characteristics for improving the reliability of wireless transmission against
eavesdropping attacks, named as physical layer security. Recently, physical layer
security has emerged as a key technique for providing trustworthy and reliable future
wireless networks and has witnessed a significant growth. We assume that channels for
different pairs of nodes are independent and identically distributed with flat Rayleigh
fading, and the noise is the additive white Gaussian noise (AWGN). In the system, a
relay node might be compromised to become an eavesdropper, as an inside attacker,
which can be detected by its malicious behavior. Some relay nodes will be assigned as
jammers to interfere the eavesdropper, while the remaining ones continue relaying
information to the destination.

Advantages:

v' The secrecy capacity maximization problem in polynomial time.

v" The advantages of cooperative jamming technique are exploited and a smart

jamming algorithm is proposed to further increase the system secrecy capacity.

Our proposed algorithms significantly improve the system secrecy capacity under
various network settings.
Modules:

v" Network initialization for data transmission

v’ Data transformation source to destination through nodes

v’ Physical layer security to avoid Eaves Dropping

v" Smart jamming algorithm to interfere the eavesdropping channels.
Network Initialization for Data Transmission: A wireless ad hoc network (WANET)
is a decentralized type of wireless network. The network is ad hoc because it does not
rely on a pre-existing infrastructure, such as routers in wired networks or access points
in managed wireless networks. Instead, each node participates in routing by forwarding
data for other nodes, so the determination of which nodes forward data is made
dynamically on the basis of network connectivity. The network is used for data transfer
to the Military Users for Communication to the group of users based on the Coverage
range.
Data Transformation from Source to Destination Through Nodes: In WANETSs
network, each source-destination pair can use either direct transmission or cooperative
communication with the help of the best relay to achieve full diversity. We define the
channel between source and destination and (with or without cooperative relay) as
primary channel, and the channel between source and eaves droppers (with or without
cooperative relay) as eavesdropping channel. When the direct transmission is applied,
the transmission between source and destination can also be overheard by the
eavesdroppers. The maximum transmission rate of reliable information secretly sent
from the source to the intended destination with the presence of eavesdroppers is
termed as secrecy capacity.
Physical Layer Security to Avoid Eaves Dropping: Physical layer security for secure
cooperative communication, and describes security measures that are designed to deny
unauthorized access to facilities, equipment and resources, and to protect information
from eaves dropping. Physical layer that including new mechanisms that establish
cryptographic keys that support communication with assured confidentiality, and that
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can authenticate transmitters in mobile environments. One can enhance the system
security against eavesdroppers by boosting the capacity of the primary channel and
simultaneously decreasing the capacity of the eavesdropping one with an efficient relay
assignment procedure. Besides, for the relay nodes which are not assigned to help the
transmission between sources and destinations.
Smart Jamming Algorithm to Interfere the Eavesdropping Channels: Smart jammer
is one of the most threat interferences for the GPS receiver. In our model, the jammer is
smart and can adjust its transmission power based on the user’s transmission power.
Based on this fact, we model the power control problem in the presence of a smart
jammer as a Stackelberg game, called Power Control with Smart Jammer (PCS]). In this
game, both the user and the jammer are players, of which the user is the leader, and the
jammer is the follower. Jammers rely on high transmission power and frequent
injection of jamming signals to disrupt communication. Such a strategy is inefficient in
terms of jamming power consumption.
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Figure 2: Jamming attack strategies and network defense in wireless sensor networks
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4. Conclusion:

Here studied controllable jamming attacks in wireless sensor networks, which
are easy to launch and difficult to detect and confront. The derived solutions to the
optimization problems dictate optimal attack and network defense strategies. Of
particular interest is the comparison between the case of perfect knowledge and that of
lack of knowledge of the attacker and the network about the strategy of each other. In
the latter, the attacker and the network respond optimally to the worst-case strategy of
the other.

5. Future Work:

Another interesting issue is to find alternatives for modeling lack of knowledge
for the attacker and the network. An idea would be to average over all strategies of the
opponent. More enhanced versions of attacks can be considered, such as the one with
dynamic control of jamming probability to extend detection time. Likewise, the network
can adapt channel access probability. Finally, the issue of multiple, potentially co-
operating attackers gives a whole new flavor to these problems and is worth further
attention.
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