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Abstract:  

This paper addresses data protection in the cloud. It is a cloud review of data and 
security-related aspects. The paper will cover the strategies and techniques for data 
security used worldwide to ensure optimum data safety by reducing danger and hazard. 
Data available in the cloud is advantageous for certain applications, but it raises 
challenges as data is exposed to applications that already have safety breakdowns. Similar 
to that, the use of cloud storage for virtualization could place data at risk as a guest 
operating system runs over a hypervisor without understanding whether the guest 
operating system will be protected. It also offers an insight into Data-In-Transit and Data-
at-Rest security aspects. The analysis focuses on all levels of SaaS (service software), PaaS 
(service platform) and IaaS (service infrastructure). 
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Introduction: 

The word "cloud computing" has recently came into being and is not commonly 
used. One of the most basic meanings available is a network solution for low-cost, 
secure, fast and easy access to IT resources [1]. Application-oriented, yet service-
focused cloud computing is not yet. This cloud computing services-oriented design not 
only decreases infrastructure overhead and cost of ownership, but also provides the end 
user with consistency and increased performance [2, 3]. Security and privacy is a 
primary issue when applying the cloud to data [4]. For the cloud provider, data 
integrity, safety and security are essential. To that end, many service providers use 
various policies and processes based on the nature, type and scale of the information. 
One of the benefits of cloud storage is that data can be exchanged between different 
companies. This profit itself however, poses a risk to the data. Data archives must be 
secured in order to minimize any damage to the data.One of the biggest questions when 
using cloud to store data is to use a third-party cloud provider or to create an internal 
cloud. Often data is too important to save in a public cloud, such as national security 
data or classified product records for the future. These data can be highly vulnerable 
and can have significant implications for exposure in a public cloud. In such situations, 
data storage for internal organizational cloud is strongly recommended. This method 
will help to protect data by applying the data use policies on the premises.However, 
maximum data protection and privacy are also not ensured, as many organizations are 
not adequately trained to add all defensive layers of sensitive data. 
Literature Review: 

Several tools have been consulted to understand the fundamentals of cloud 
computing and data management in the cloud. This section includes a literature 
summary that provides a framework for exploring different facets of data protection. 
Srinivas, Venkata and Moiz give a perfect description of the fundamental principles of 
cloud computing. In this article, many main topics will be discussed through the 
provision of examples of apps which can be built using cloud computing and how these 
new innovations will enable the developing world to benefit from them [1]. The 
customer issues about transferring data to the cloud have been addressed by Chen and 
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Zhao on the other side. According to Chen and Zhao, confidentiality problems are one of 
the key reasons why major corporations don't even transfer their data into the cloud. 
Authors conducted an exemplary study of cyber storage and cloud-related privacy 
problems.In addition, some of the solutions available to these problems were also 
discussed [5, 6]. Hu and A, but. Klein supplied a protocol for ensuring cloud data transit. 
For data saving during migration, a benchmark for encryption was discussed. For robust 
authentication, more encryption is needed, but additional computing is required. A 
balance of security and overhead encryption was addressed in their study [7]. Blues, A. 
M and Huemer looks at the problem of privacy by maintaining the end user's data 
access to create trust. Several cloud attacks have been reviewed to address these attacks 
and several ideas are suggested [8]. Abdelkader and Etriby are also introducing a cloud 
based data protection model. They have also developed tools to further improve the 
cloud storage initiative in the data protection model [9]. 
Risks and Security Concerns in Cloud Computing:  

Cloud storage and its data pose many threats and security issues. This analysis 
would, however, address virtualization, public cloud storage and multitenancy related 
to cloud data security [3]. 

 Virtualization: 
Virtualization is a technique by which an image of a completely operating OS is 

recorded in another OS to fully exploit the actual OS resources. To run a Guest operating 
system as a virtual machine on a host function, a special function known as hypervisor 
is needed [5, 10]. Virtualization is a central concept of cloud computing that helps 
deliver cloud computing's core principles. Virtualization, however, raises certain risks 
for cloud-based results. The danger is that the hypervisor itself will be corrupted. If it is 
vulnerable, a hypervisor can be a primary target. The whole device, and therefore the 
data [11], can be affected if a hyper vision is corrupted.The allocation and de-allocation 
of resources is also a risk of virtualization. If VM activity data are written in the memory 
and not redirected to the next VM until the memory is re-allocated, so there is a possible 
unintended data exposure to the next VM [12]. A better preparation for virtualization is 
a solution to the above mentioned problems. Resources can be used carefully and data 
authenticated accurately before the resources are de-allocated. 

 Storage in Public Cloud: 
Data storage in a distributed cloud is another problem for cloud computing 

security. Clouds usually run organized servers, and can be an enticing option for 
hackers. Storage tools are complex structures that incorporate hardware and software 
that can cause data leakage if the public cloud is partially broken [13]. To eliminate 
threats, a private cloud with highly sensitive data is often advised.  

 Multitenancy:  
Often called one of the key threats of cloud storage technology is shared access 

or multi-tenancy [14]. Because many users use the same basic computer resources as 
CPU, storage and memory, etc, it is not only a concern for a single user, but also for 
multiple users. There is still the possibility that private data will unintentionally leak to 
other users in such situations. A device defect will cause a different user or hacker to 
collect all the other data, which makes multitenance exploits incredibly dangerous [15]. 
Such problems can be dealt with by the users intelligently authenticated before 
accessing data is available. Multi-tenancy problems in the cloud machine are avoided by 
many authentication mechanisms [16]. 
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Data Security in Cloud Computing: 
Data protection requires more than data encryption in cloud storage. Data 

protection specifications depend on the three SaaS, PaaS, and IaaS service models.Data 
at Rest means data collected in the cloud and transit data that means data going into 
and out of the cloud; this often means information that usually affects the stability in the 
cloud. The essence of data privacy mechanisms, protocols and systems are focused on 
data confidentiality and fairness. The most important thing in these two states is the 
visibility of the results. 

 Data at Rest: 
The remaining information applies to cloud data or other data available through 

the Internet. This requires both backup and live details. As previously mentioned, 
companies often find it very difficult to secure data because they don't keep the private 
cloud and they don't have physical control of the data. However a private cloud with 
tightly managed access will address this problem.  

 Transit Details: 
Transit data usually involves data that travels into and out of the cloud. These 

data may be saved in the cloud and asked to be accessed on another place in the form of 
a spreadsheet or archive. Once data is transferred to the server, the data is considered 
data in transit when it is uploaded. The transit data can be very sensitive and can at 
times be encrypted, such as usernames and passwords. Data are also in transit [17] in 
non-encrypted form.Data in transit can be more risk-sensitive than data in resting 
environments because it has to migrate between places. It is possible to retrieve the 
data in a variety of ways, and to alter it often on the way to the destination. Encryption 
is one of the best methods for protecting data in transit. 
Major Security Challenges: 

Certainly, the safe and stable of the attached machines is not easy when there are 
a range of computers and customers involved. There are several challenges for Cloud 
services and Cloud Computing firms, particularly in the area of security problems. 
Therefore the ways these problems are imitated and how security models are applied to 
ensure customer protection and create a stable cloud storage ecosystem are very 
important to remember. The biggest obstacles are: 

 Lack of Appropriate Governance: 
The service provider is completely managed during cloud storage. If this control 

is passed on to the contractor, the concern is that the lack of control of the authority 
criteria may lead to a breach of protection, resulting in data access issues and the 
utilization of resources.In the event that service level arrangements with the service 
provider are not in effect, this breached compliance issue is another possibility of 
causing a security breach. Furthermore the terms of use are often open to the rights of 
the user to make it easier to access data. For example, the Google search engine notes 
that the customer agrees that Google is not liable or responsible for removing or not 
preserving content and other messages that the use of the site preserves or transmits 
[18]. Amazon further notes explicitly that they are not accountable, responsible, or 
responsible for illegal use, corruption, control, failure or elimination of any other kind of 
data access, like device bias [19]. Therefore users, hosted by a third party, service 
provider or mediator, face security issues with respect to their data and operation. 

 Lock In: 
Another obstacle is insufficient data format specifications, a lack of operating 

methods and a lack of instruments which collectively contribute to a compromise of 
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portability, even between service providers, between services and applications. The 
buyer must then be entirely and strictly dependent on the seller. 

 Isolation Failure: 
Resource sharing is itself a questionable function due to multitenance cloud 

computing. The lack of a separate warehouse may be fatal for corporations. Other 
questions relating to attacks by visitors and their complaints are seen as a big challenge 
when cloud computing systems are used and introduced [20]. 

 Malicious Attack from Management Internally:  
Cloud storage environments often pose a challenge to consumer anonymity and 

safety [21]. This possibility is very difficult to handle, but seldom exists. Examples 
include cloud infrastructure controllers and operators, who often behave as malicious 
agents and who risk consumer protection by cloud storage. 

 Insecure or Incomplete Data Deletion: 
When consumers order data to be partly or entirely deleted, the question arises 

as to if the appropriate portion of their data section can be correctly deleted. This makes 
it more difficult for consumers to subscribe to cloud computing services [22]. 

 Data Interception: 
Cloud data is not segmented and transmitted in transit, as is conventional 

computing. The vulnerability and fragility of computation technology particularly 
sniffing and spoofing, attacks from outside parties and responses, poses more threats 
[23]. This situation is particularly serious. 

 Compromise of Management Interface:  
As cloud-based services are provided remotely over the internet and the 

resources of the service provider are available, third-party access may lead to malice 
[24]. This amplifies bugs, service exploitation and service provider interaction. The user 
may for example, manage the devices, and the supplier may reverse take control by 
creating no-go areas in cloud computing applications. Additional security issues include 
knowledge sharing within different cloud storage applications, data leakage during 
upload to cloud, privacy and customer data protection threats, failure or malicious 
misuse of encryption keys and conflicts between service providers or clients on cloud 
computing operations and policies [25]. There are also threats to the credibility of cloud 
computing systems that are implicitly interactive with or have some impact on cloud 
computing. These situations include: network traffic transition, network breakdowns 
and administrative problems, such as resource loss, encumbrance and mal-connections. 
Other threats related to cloud computing systems include the possibility of social 
engineering assaults, natural disasters and equipment theft [26, 29 - 33]. 
Protecting Data Using Encryption:  

Encryption methods could be different for rest data and transit data. For eg, 
encryption keys may be short for transit data, while keys may be stored for longer 
periods of time for resting data. Various encryption methods are also in use for data 
encryption. In order to maintain material confidentiality, security and availabilities, 
cryptography has improved data protection. Plaintext in the central type of encryption 
is encrypted into a cypher text with the encryption key and then decrypted with a 
decryption key. Usual cryptography typically has four basic uses: 

 Ciphers Block: 
A block cipher is an encryption algorithm that uses a cryptographic key and an 

algorithm for encrypting data (to generate cipher text) rather than per bit at a time [27]. 
This method means that identical text blocks are not encrypted in a single message in 



International Journal of Engineering Research and Modern Education (IJERME) 

ISSN (Online): 2455 - 4200 

(www.rdmodernresearch.com) Volume I, Issue II, 2016 

277 
 

the same manner. The previous encrypted block's cipher text is usually extended in a 
sequence to the next block.The simple text is separated into 64 bit data blocks. These 
data blocks are then scrambled to construct a cipher text using an encryption key. 

 Stream Ciphers: 
This data encryption technique is also known as the state cipher because it relies 

on the current cipher status. Each bit is encrypted in this technique rather than blocks 
of info. Each bit is encrypted with a key and an algorithm, one by one [28]. Because of its 
low hardware complexity, stream ciphers typically work more rapidly than block 
ciphers. However if not correctly used this technique may be vulnerable to severe 
security concerns. Stream cipher uses a cryptographic key to encrypt any bit instead of 
the text block. The resulting text is a stream of encrypted bits, which can later be 
decrypted to the original plain text using a decryption key [34, 35]. 

 Hash Functions: 
In this method, an input text is translated into an alphanumeric string using the 

mathematical function called a hash function. The alphanumeric string generated is 
usually fixed in size. It means that no two strings are allowed to have the same 
alphanumeric string as a production. Even if the input strings vary significantly from 
each other, the output string generated by them may be very different [36, 37]. Many of 
these approaches and techniques have been commonly used for cloud data encryption 
to ensure the confidentiality of data. The use of these methods ranges from scenario to 
scenario. Regardless of the approach used the protection of data in both public and 
private clouds is strongly recommended. 
Conclusion: 

Cloud processing is definitely widely used for data collection, thus strengthening 
the management mechanisms in the system. If not adequately secured, the data 
available in the cloud can be dangerous. This paper addressed the dangers and security 
challenges to cloud data and presented a description of three security issues. In order to 
define the hypervisor's risks, virtualization is analyzed. Likewise, public-cloud and 
multimedia-related risks were addressed. The data protection and its threat and 
solutions in cloud computing are one of the main issues of this article.Data is addressed 
in numerous states along with strategies for encrypting cloud data efficiently. The 
analysis presented a description of the block chip, stream chip and hash function used 
to encrypt the cloud data, whether in rest or transit. 
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